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POLICY BRIEF
Your State's Health Records Are Now a Military Target
Why State CIOs Must Act Now to Establish Sovereign Health Data Infrastructure — Before the Window Closes
	March 2026
First kinetic attack on private cloud data centers in history
	$10M+
Cost of one silo acquisition — private buyers moving fast
	340M+
Americans whose health records live in commercial cloud infrastructure




THE SITUATION
On March 20, 2026, Iran launched drone strikes against Amazon Web Services data centers in the UAE and Bahrain. Servers burned. Data was disrupted. It was the first time in history that private commercial data infrastructure was deliberately targeted in armed conflict.

This was not a surprise to anyone watching carefully. For years, hyperscalers — Amazon, Google, Microsoft — have been deepening their entanglement with military and intelligence agencies while simultaneously holding the health records of hundreds of millions of Americans. That dual role has now made them targets.

	
	If your state's EHR systems run on AWS, Google Cloud, or Azure — and most do — your constituents' most sensitive personal data is now hosted on infrastructure that a foreign military has already demonstrated willingness to strike.



THE CONSOLIDATION PROBLEM NO ONE IS TALKING ABOUT
While state CIOs have been focused on vendor contracts and compliance audits, a quieter infrastructure land grab has been underway:

1. Decommissioned U.S. military missile silos — hardened, EMP-resistant, 165 feet underground — are being purchased by private interests and converted into AI data centers. Ownership is routinely obscured through LLC structures.
1. The same billionaires building private AI systems are simultaneously acquiring nuclear power (Small Modular Reactors), private satellite communications (Starlink/StarShield), and hardened underground facilities.
1. The result is a parallel sovereign infrastructure — privately owned, minimally accountable, and increasingly indistinguishable from the critical public infrastructure it is displacing.

The constitutional question is straightforward: assets built with taxpayer dollars, on public land, for national defense are being transferred to private hands — often with beneficial ownership deliberately concealed. State CIOs who sign EHR contracts with these entities are, knowingly or not, embedding their state's health infrastructure into this private sovereign layer.

WHAT YOUR INFRASTRUCTURE CANNOT DO RIGHT NOW
Most state health data infrastructure has four critical vulnerabilities that no compliance checklist currently addresses:

1. Your EHR systems cannot restart from a fully de-energized state. A grid failure, cyberattack, or physical strike that cuts power has no recovery protocol independent of commercial infrastructure.  No Black Start Capability
1. Every data center your health records touch is dependent on a commercial power grid that is itself a known attack surface.  No Off-Grid Power Independence
1. Terrestrial fiber connectivity is vulnerable to physical severance — as demonstrated repeatedly in the Baltic Sea in 2023 and 2024.  No Sovereign Satellite Backhaul
1. Your state likely cannot answer today: who ultimately owns the infrastructure your health records sit on? LLC layering makes this question deliberately unanswerable.  No Beneficial Ownership Transparency

WHAT SOVEREIGN HEALTH DATA INFRASTRUCTURE LOOKS LIKE
A genuinely sovereign state health data architecture integrates four layers that commercial vendors will never offer, because genuine sovereignty eliminates their leverage:

1. Publicly owned underground facilities — including available decommissioned military sites acquired by state or tribal entities before private buyers close the market — provide physical resilience no surface data center can match.  Hardened Nodes
1. Small Modular Reactors provide decade-scale, off-grid power for critical health data infrastructure, eliminating grid dependency entirely.  SMR Power Independence
1. Starlink and equivalent LEO satellite connectivity provides resilient communications independent of terrestrial fiber.  Satellite Mesh Backhaul
1. Distributed mesh design ensures no single node — and no single vendor — holds leverage over the whole system.  Federated AI/EHR Architecture

	
	This is not theoretical. The technology exists today. The hardened sites are available today — but the acquisition window is closing as private buyers accelerate their purchases. The states and tribal nations that move first will establish genuine sovereignty. Those that wait will be negotiating with the same private actors they are trying to be independent of.
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	The question is not whether your state's health data infrastructure will be tested. The question is whether you own it when it is.
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